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TABLE 2

Hardware and Latency Overhead

Module LUT count FF count BRAM No. of Operations Latency

3-1 DAPUF 387 6 0 1 � 250�s
TRNG Shared with PUF 12 4K 1 � 46�s

MASK / UNMASK 150 128 4K 7 � 98 � 7 = 686 �s
PRNG1 2 66 0 1 � 2�s

main FSM 97 380 0 1 � 5�s
Total 636 592 8K 11 �1ms

TABLE 3
System Parameters

Parameter Value

Clock Freq. (MHz) 50
nonce length (m) 64

HW(� 1 ) range 25 � � 1 � 39
Length of PUF chains 64

Challenge Length 64
Response Length 64

TABLE 4
Hardware Overhead Comparison

Protocols LUT count FF count

[9] not reported not reported
[10] not reported not reported
[11] 960 1500
[26] 1591 1933
[24] 9207 2921
[27] 6034 1724
[28] 3543 1275

PUF-RAKE 636 592

suffer from large overhead and high latency problems as
shown in Table 4.

Overall, it can be seen that the PUF-RAKE not only
retains the cumulative advantages of all the previous ap-
proaches while circumventing their limitations, it also re-
duces the hardware overhead to a great extent without
compromising the security and reliability. [26] provides
advantages somewhat similar to PUF-RAKE but PUF-RAKE
has �60% and �72% reduction in LUT and FF count, re-
spectively. Also, PUF-RAKE closes the open device interface
which [26] does not. [24], [27], [28] have a huge area over-
head, as shown in Table 4, which makes them unsuitable for
low cost platforms.

7 CONCLUSIONS
In this paper, we have proposed PUF-RAKE, a controlled
PUF-based, authentication and secret key establishment
protocol, which (i) closes the open interface between the
input and the PUF by implementing a strong control logic
that denies the PUF’s access to the adversaries, (ii) makes
the scheme highly reliable by incorporating error correc-
tion in the server thereby not revealing any helper data
on insecure channels, (iii) reduces the hardware overhead
drastically by incorporating a lightweight CRP obfuscation
mechanism employing bit shuffling and XOR operations,
and (iv) performs key establishment between two or more
nodes in a network, thereby enabling communication be-
tween the devices. The security of the shuffling scheme
of PUF-RAKE has been formally verified. Many different
adversarial test cases have been considered and it has been
shown that PUF-RAKE is secure against all of the consid-
ered adversarial attacks. Results also reveal that PUF-RAKE
is highly reliable and provides 99% reliable authentication
in addition to being extremely lightweight. It provides a
reduction of 60% and 72% for look-up tables (LUTs) and
register count, respectively, in FPGA as compared to a re-
cently proposed approach while furnishing many additional

TABLE 5
Comparison against Previous Protocols

Property [15] [10] [11] [16] [21] [26] This

Scalable X X X X X X X
Mutual Auth. 7 X X X X X X
Crypto Algo. 7 7 X X 7 X 7

Error Correction. 7 7 7 7 7 X 7
Help Data Exposed 7 7 7 X 7 X 7

Auth. Rounds 1 d 1 1 1 1 1
S-D Link open 7 7 7 X 7 X X

Open Device Interface X 7 7 X X X 7
Key Establishment 7 7 7 7 7 X X

advantages. Our future goal is to incorporate PUF-RAKE
into application-specific networking applications including
IoT and automotive and evaluate its performance over tra-
ditional approaches used in these applications. We also plan
to evaluate the security of PUF-RAKE against side-channel
attacks.
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[18] Erdinç Öztürk, Ghaith Hammouri, and Berk Sunar. Towards
robust low cost authentication for pervasive devices. In 2008 Sixth
Annual IEEE International Conference on Pervasive Computing and
Communications (PerCom), pages 170–178. IEEE, 2008.

[19] M. A. Qureshi and A. Munir. PUF-IPA: A PUF-based Identity
Preserving Protocol for Internet of Things Authentication. In 2020
IEEE 17th Annual Consumer Communications Networking Conference
(CCNC), pages 1–7, 2020.
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Handschuh, editors, Cryptographic Hardware and Embedded Systems
(CHES), pages 556–576. Springer Berlin Heidelberg, 2015.

[29] Christof Paar and Jan Pelzl. Understanding cryptography: for students
and practitioners. Springer Science & Business Media, 2009.

[30] Tapan Kumar Hazra, Rumela Ghosh, Sayam Kumar, Sagnik Dutta,
and Ajoy Kumar Chakraborty. File encryption using Fisher-
Yates shuffle. In International Conference and Workshop on Comput-
ing and Communication (IEMCON), pages 1–7, Vancouver, British
Columbia, Canada, 2015.

[31] Abhranil Maiti, Vikash Gunreddy, and Patrick Schaumont. A
systematic method to evaluate and compare the performance of
physical unclonable functions. In Embedded systems design with
FPGAs, pages 245–267. Springer, 2013.

[32] T. Machida, D. Yamamoto, M. Iwamoto, and K. Sakiyama. Imple-
mentation of double arbiter PUF and its performance evaluation
on FPGA. In The 20th Asia and South Pacific Design Automation
Conference, pages 6–7, Jan 2015.

[33] H. Awano, T. Iizuka, and M. Ikeda. PUFNet: A deep neural net-
work based modeling attack for physically unclonable function. In
2019 IEEE International Symposium on Circuits and Systems (ISCAS),
pages 1–4, May 2019.

[34] Eric Peeters, François-Xavier Standaert, Nicolas Donckers, and
Jean-Jacques Quisquater. Improved higher-order side-channel
attacks with FPGA experiments. In International Workshop on
Cryptographic Hardware and Embedded Systems. Springer, 2005.

[35] M. Nassar, Y. Souissi, S. Guilley, and J. Danger. RSM: A small
and fast countermeasure for AES, secure against 1st and 2nd-
order zero-offset SCAs. In 2012 Design, Automation Test in Europe
Conference Exhibition (DATE), pages 1173–1178, March 2012.

[36] M. Majzoobi, F. Koushanfar, and S. Devadas. FPGA PUF using
programmable delay lines. In IEEE Int. Workshop on Information
Forensics and Security, pages 1–6, Seattle, WA, USA, Dec 2010.

[37] T. Machida, D. Yamamoto, M. Iwamoto, and K. Sakiyama. A new
mode of operation for arbiter puf to improve uniqueness on fpga.
In 2014 Federated Conference on Computer Science and Information
Systems, pages 871–878, 2014.

[38] Mehrdad Majzoobi, Farinaz Koushanfar, and Srinivas Devadas.
FPGA-based true random number generation using circuit
metastability with adaptive feedback control. In Proceedings of
the 13th International Conference on Cryptographic Hardware and
Embedded Systems (CHES), pages 17–32, Berlin, Heidelberg, 2011.
Springer-Verlag.

This is the author's version of an article that has been published in this journal. Changes were made to this version by the publisher prior to publication.
The final version of record is available at  http://dx.doi.org/10.1109/TDSC.2021.3059454

Copyright (c) 2021 IEEE. Personal use is permitted. For any other purposes, permission must be obtained from the IEEE by emailing pubs-permissions@ieee.org.


