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Abstract Traditional encryption algorithms are not suitable
and computationally efficient for encrypting multimedia
data due to the large size and high redundancy inherent
in multimedia data. In this paper, a new image encryption
algorithm based on nonlinear-feedback shift registers is
proposed. The proposed algorithm is based on the Trivium
cipher and has multiple encryption rounds. A key schedule
produces the round keys from the initial secret key, and
the Trivium cipher generates the key-streams for the
bit-level substitution for each round utilizing the round
key and an initialization vector (IV). Each round of the
proposed algorithm consists of three steps, pixel-based
row permutation, pixel-based column permutation, and
bit-level substitution. Experimental results show that the
proposed algorithm is reliably secure and outperforms
the contemporary image encryption algorithms in terms
of quality, efficiency, and security on most of the image
encryption metrics. Furthermore, the low complexity of
the proposed Trivium-based image encryption algorithm
demonstrates high potential for deployment in real-time
applications.

Keywords Image Encryption, Trivium Cipher,
Permutation, Substitution

1 Introduction

Over the past few decades, image encryption algorithms
have been the focus of researchers in the information
security field. With the current increase in multimedia data
sharing, such as images and videos, over the communication
networks, a need for protecting the security and privacy
of such data with real-time encryption arises. Multimedia
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data usually contains private and personal information,
which needs to be protected from unauthorized access, and
transmitted securely. While the well-established and secure
encryption methods, such as Advanced Encryption Standard
(AES) [1] and Data Encryption Standard (DES) [2] are
recommended and widely used, they are not suitable for
real-time multimedia data encryption because of their high
computational requirements and slow encryption speed.
Thus, specialized algorithms for multimedia data encryption
are needed. Digital images usually have high redundancy
due to the correlation between neighboring pixels. The high
redundancy refers to the fact that adjacent pixels in an
image tend to have the same values, that is, the images
which contain repeating colors and pattern will have the
same pixel value repeated multiple times within an image.
To solve the correlation and encryption speed problems
associated with digital images, researchers have proposed
various encryption algorithms specifically designed for
image encryption. The proposed algorithms are usually
based on chaos theory [3-8], DNA encoding [9-13], neural
networks [14, 15], compressive sensing [16—-18], etc.

In this work, we propose a multi-round image encryption
algorithm based on the Trivium cipher [19]. In our proposed
image encryption algorithm, the Trivium cipher is used to
produce pseudorandom key-streams for pixel permutation
and bit-level substitution in each round. The algorithm
utilizes an initial key and a key schedule to generate the
round keys. The Trivium cipher utilizes the round keys
and an initialization vector (IV) to generate the round key-
streams. Our main contributions in this article are as follows:

— Developing a new Trivium based image encryption
algorithm that has multiple encryption rounds and
generates the key-streams for pixel-based row
permutation, pixel-based column permutation, and
bit-level substitution.
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— Security analysis of the proposed image encryption
algorithm.

— Evaluating the proposed image encryption algorithm
with a comprehensive set of evaluation metrics, and
comparing the evaluation results of the proposed
algorithm with the contemporary image encryption
algorithms.

The rest of the paper is organized as follows. Section 2
discusses image encryption algorithms in the literature.
Section 3 presents preliminary information related to
Trivium cipher. Section 4 details the proposed image
encryption algorithm. Security analysis of the proposed
image encryption algorithm is presented in Section 5.
Section 6 discusses the experimental evaluation results.
Finally, Section 7 concludes this work.

2 Related Work

Image encryption has gained a significant interest in recent
years due to the increase in multimedia data sharing in
recent times. A variety of image encryption algorithms have
been presented in the literature. Talhaoui et al. [3] proposed
a novel real-time image encryption algorithm that uses a
new simple one-dimensional chaotic map, and combines the
substitution and permutation of an image’s pixels to modify
the pixels’ positions and values simultaneously. In [4], Gao
introduces an image encryption algorithm based on a 2D
hyperchaotic map by using two 1D-chaotic maps, a linear
function, and a multiplier. The proposed algorithm encrypts
images by performing row and then column shifts. Next,
the pixel values are obscured through forward and backward
diffusion to produce the cipher image.

Wu et al. [9] have proposed an image encryption
algorithm based on a hyperchaotic map on top of DNA
coding. In the proposed algorithm, a key-stream is generated
using a hyperchaotic map to scramble the plain image.
Then, the scrambled image and the key-stream are encoded
by the DNA. The proposed algorithm then diffuses the
resulting DNA-encoded scrambled image with the DNA-
encoded key-stream, and proceeds to DNA decode the
resulting diffused image which outputs the encrypted cipher
image. In Zhang et al. [10], the authors have proposed
an image encryption integrating hyperchaotic map, DNA
encoding, Arnold transform, and phase-truncated fractional
Fourier transform (ptFrFT). The proposed algorithm uses
the plaintext image to generate a SHA-256 hash which is
used to produce the control parameters and initial values for
the hyperchaotic map, DNA encoding, Arnold transform,
and ptFrFT. The plaintext image is scrambled by Arnold’s
transform and then encoded into a noise-like image using
ptFrFT with two random phase masks using keys generated
by the hyperchaotic map. Finally, the cipher image is

produced by DNA-level diffusion and scrambling on the
masked noise-like image. Algorithms based on DNA coding
yield secure encrypted images, but require the transmission
of additional tables to decrypt the image [11].

Wang and Li [14] have proposed an image encryption
algorithm based on Hopfield chaotic neural network. The
proposed algorithm utilizes a staged composite chaotic map
based on a logistic map and a tent map to generate initial
parameters for Arnold map and Hopfield neural network.
The plaintext image is first scrambled through Arnold map,
then a self-diffusion chaotic key-stream matrix is generated
using Hopfield neural network, and the scrambled image is
XORed with the key-stream to generate the cipher image. In
[15], Man et al. have proposed a double image encryption
algorithm based on a convolutional neural network and
dynamic adaptive diffusion. The proposed algorithm uses a
logistic map to control the initial values of a 5D conservative
chaotic system.

Recently, compressive sensing-based image encryption
algorithms have attracted a lot of attention. Compressive
sensing can help reduce the size of encrypted images.
Dou and Li [16] have proposed a new image encryption
algorithm based on compressive sensing, M sequence, and
an improved 1D chaotic map. The proposed algorithm uses
the plaintext image to generate a SHA-512 hash which is
used to produce the control parameters of the improved 1D
chaotic map and the linear-feedback shift registers (LFSR).
The plain image is then transformed into a discrete wavelet
transform (DWT) and scrambled using the LFSR. Then,
the improved 1D chaotic system is used to generate the
measurement matrix, which the compressive sensing uses
to compress the DWT image and produce the cipher image.
In [17] Zhang et al. have proposed an image compression
and encryption algorithm based on compressive sensing
and Fourier transform. In the proposed algorithm, tent-sine
chaotic map is used to generate the measurement matrix
using a SHA-256 hash of the plain image. Arnold transform
is used to scramble the compressed image, and the 2D
Fourier transform produced by Chen hyperchaotic map is
used as a mask to produce the cipher image. Ping et al. [18]
have proposed an algorithm combining compressive sensing
and steganography to generate a visually meaningful
encrypted image. In the proposed algorithm, a secret key
is used to generate the initial parameters for 2D logistic-
adjusted-Sine map (2D-LASM), and 3D cat map. The plain
image is then sparsified into DWT and permuted using the
2D-LASM chaotic sequence. The measurement matrix for
compressive sensing is constructed by the 3D cat map and
is used to compress and encrypt the permuted image. Lastly,
the cipher image is embedded into a carrier image, and the
order of the embedding position is encrypted by the 2D-
LASM chaotic sequence.
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3 Preliminaries

This section provides a brief overview of nonlinear-
feedback shift registers (NLFSRs) and Trivium cipher.

3.1 Nonlinear-Feedback Shift Registers (NLFSR)

NLFSRs are feedback shift registers whose input bits are
a non-linear function of their previous states. Feedback
shift registers consists of n binary clocked storage elements,
which are called stages or bits. Each stage has a state value
of 0 or 1, and a feedback function determines how the stage
state value is updated. At each cycle of the feedback shift
register, the register’s stage values are shifted by 1-bit to the
right, and the value of stage 1 is updated via the feedback
function. A feedback function is a mathematical function
that takes the values of two or more specific stages and
performs bitwise operation(s) to produce a new bit that is
then fed back to the shift register. Appropriately selected
stages and bitwise operations can ensure better randomness
and longer cycle of generated key-streams.

3.2 Trivium Cipher

Trivium is a synchronous stream cipher that is based on an
NLFSR which generates a key-stream of up to 2%* bits using
an 80-bit secret key and an 80-bit IV [19]. Flowchart of
the Trivium cipher is depicted in Figure 1. Trivium cipher
has three phases: initialization phase, warm-up phase, and
encryption phase. In the initialization phase, registers of the
Trivium cipher are loaded with an 80-bit key and an 80-bit
IV to the 288-bit initial state denoted as (Sy, ..., S287, S2gg)
and setting all remaining bits to 0, except for Syge, S7, and
Szgs, which are set to 1. In the warm-up phase, the cipher
is clocked 4 288 = 1152 times, and no cipher output (key-
stream) is generated/used. The bits produced hereafter, that
is, starting with the output bit of cycle 1153, form the key-
stream, and this phase can be referred to as the encryption
phase. The warm-up phase is required for randomizing the
cipher sufficiently, and to make sure that the key-stream
depends on both the secret key and the IV . Algorithm 1
depicts the initialization and warm-up phase of the Trivium
cipher.

In the key-stream generation or encryption phase, the
Trivium cipher’s state iteratively extracts values of 15
specific state bits which are used to update 3-bits of the state
and produce 1-bit of the key-stream z;. The Trivium cipher is
then continuously clocked and at each clock cycle, one key-
stream bit is generated. Algorithm 2 depicts the key-stream
generation process of the Trivium cipher.

Fig. 1: Trivium cipher flowchart [19].

Algorithm 1: Trivium Initialization and Warm-up
Phase [19]

1 (81381515 803)  (Kisii Kgo; 0;1:550);

2 (So4;S0s;::::8177) (V13205 1Vg0, 02215 0);

3 (S178;S179; 1315 S288)

4 fori=1to4 288do
ti Ses+So1 Sgz +So3 +S171;

t2 Sie2+S175 S176 +S177 + S264

t3  Sz43+Szg6 Sag7 + Sasg + Seos
(S1;S13::5S03) (115512155 S92)5
(S94;S9s;::::8177)  (t2;S0a:23S176);
10 (S178: 8179525, S288) (135178735 S287)5
11 end

e ® 9w

4 Proposed Image Encryption Algorithm

The flowchart of the proposed Trivium-based image
encryption algorithm is illustrated in Figure 2. The proposed
algorithm utilizes a key schedule to generate the 80-bit
round keys from the initial secret key k. The 80-bit round
keys are then used with the 80-bit IV as the initial parameters
for the Trivium cipher to generate the rounds key-streams.
Each round of the proposed algorithm consists of three
steps: pixel-based row permutation, pixel-based column
permutation, and bit-level substitution based on bitwise
XOR operation to obscure the plaintext image values and
reduce the correlation between the image pixels. The rounds
key-streams are used to generate Matrix; (M;) which is used
for the pixel-based row and column random permutations.
Each 16-bits of the binary round key-stream are converted to
a decimal value, and then the mod of the converted decimal
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Algorithm 2: Trivium Key-Stream Generation

Phase [19]

1 fori= 1toNdo

2 1 St Soz;

3 t2 Sie2t+ S177,

4 t3  Suazt Sss;

5 Z Uttt

6 th i+ So1 Soot+ Sy

7 t2 2+ Si75 Si76+ Sear

8 t3  ta+ Sge S+ So;

9 (S1:S105S3) (LS So2);s

10 (So4: Sos: 225 S177)  (t2) Soait2s Su76);
1 (S178:S179 5 So88)  (t3; Su78:1 S287)5

end

-
N

value is taken with the height of the imabjeto be suitable
for use in performing the random permutations.

Fig. 2: Proposed image encryption algorithm's owchart.

To illustrate the generation of the matrichk, let us
assume that the image height is 256, and the key-

233. Similarly, all the other values i; are calculated
following the same steps (Table 1).

Table 1: An example of the generation of Matr{k1;) from
the round key-stream.

| 32 [233] 19| 99 | 84 |

| 176 | 107 | 98| 82 | 38 |

| 186 | 53 | 66 | 135 | 200 |

| 117 | 200 | 6 | 142 | 122 |

| 230 | 100 | 54 | 30 | 160 |

The steps of the proposed algorithm to encrypt an image
are as follows:

1. Read initial secret kely.

2. Generate round keys via the key schedule using secret
keyk (line 2 in Algorithm 3).

3. Generate the IV random data block.

4. Generate key-streafnom Trivium using the round key
and the IV (line 3 in Algorithm 3).

5. Use key-streamto generate permutation matrigvl;)
(lines 4-6 in Algorithm 3).

6. Read plaintext image.

7. Use the matriM; to perform random row permutation
on the plain image (line 9 in Algorithm 3).

8. Use the matrix Mj to perform random column
permutation on the resulting image from Step 7 (line 10
in Algorithm 3).

9. Perform bitwise XOR operation between key-stream
and the permuted image resulting from Step 8 (line 11
in Algorithm 3).

10. Repeat Steps 7, 8, and 9 untd r (r is the total number
of rounds).
11. Produce the cipher imag@g(line 13 in Algorithm 3).

The steps of the decryption process for the proposed
algorithm are outlined below:

1. Read the cipher imaggalong with the initial keyk and
the IV.
2. Perform Steps 2 to Steps 5 of the encryption process.

stream value is {0101101000100000001010001...} (line3. Perform bitwise XOR operation between the key-

3 in Algorithm 3). The rst iteration of the matrix

stream and the cipher image.

generation uses the rst 16-bits of the key-stream to4. Use matrixM; to perform random column permutation

calculate the rst value ofM; (line 5 in Algorithm 3) as

on the resulting image from Step 3.

uint16(0101101000100000) mod 256 = 23072 mod 256 =5. Use matrixM; to perform random row permutation on
32. In the second iteration, the next 16-bits of the key- the resulting image from Step 4.

stream is used to calculate the second valueMpfas

6. Repeat Steps 3, 4, and 5 umtd r.

uint16(0010100011101001) mod 256 = 10473 mod 256 =7. Produce the decrypted imaBe
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Algorithm 3: Proposed Trivium-based Image Encryption

Input: Plaintext imageP, initial key k, initialization vectorV, number of rounds
Output: Cipher imageC

1 [H;W;nq sizgP) ; /Nimage height H, width W, and number of channels nc
2 roundKey.o...;  keySchedul) ; /IGenerate round keys via the key schedule using initial key k
3 keyStreamy...r  Trivium(roundKey.o.....; IV;r) ; /IGenerate key-streams via Trivium using roundKey.o...r, IV, r
4 forj 1toH,k 1toWdo

5 \ Mzy2:r(j;K)  keyStream..r(j : j+ 15 modH ; /I M; denotes Matrix i; H denotes image height
6 end

7Q P; /I Q denotes the current state of the image

g fori 1tordo

9 Q rowPermutatiofiQ; M;);

=
o

Q colPermutatioQ; M;);
Q Q keyStream

end

c Q

return: C

PR e
w N e

5 Security of The Proposed Algorithm the algorithm. The key schedule leads each round to act
differently and prevent slide attacks.

This section analyzes security of the proposed algorithm.

The section discusses the security of each of the key aspects

of the proposed algorithm, viz., Key space, the proposed keg 3 pixel-Based Permutations

schedule and rounds, the row and column permutations, and

the bitwise XOR of the image. After analyzing the securityThe row and column permutations add a level of security

of each of the key aspects of the proposed algorithm, thgy the encryption by reducing the correlation between

overall security of the proposed algorithm is estimated.  the pixels and obscuring the original image by adding
randomness. The permutation is made by changing the
location of the pixels based on the permutation matrix which

5.1 Key Space is randomly generated by the key-stream produced by the
Trivium cipher. In the proposed algorithm, there éré

An encryption algorithm should have a large key space t&V)! possible permutations for a given image with height

be able to provide sufcient security against brute-forceand widthW [20]. A security level ofm bits is imparted by

attacks. A key space is the set of all possible keys that coulthe row and column permutations of the proposed algorithm

be used by an encryption algorithm. Since in the proposed 2™ =(H wj)!, which implies thatm= log2[(H W)!].

algorithm, round keys are generated using an initial key Thus, the row and column permutations of the proposed

of n= 80 bits, the key space for the proposed algorithmalgorithm impart a security level ah = log2[(H W)!]

is 20 = 280 which is large enough to withstand brute-force bits.

attacks. The initial kek of n bits impart a security level of

bits, wheren = 80 for the Trivium-based image encryption

algorithm. 5.4 Bitwise XOR of Image Bits

The last security step of the proposed algorithm is to take a
5.2 Rounds and Key Schedule bitwise XOR of the permuted image with the key-stream bits
generated by the Trivium cipher. Bitwise XORing an image
The proposed algorithm has multiple rounds of encryptionof sizeH W assuming each pixel ishits adds a security
where in each round a new key-stream is generated usirlgvel of(H W 1) to the proposed image encryption.
the Trivium cipher with an 80-bit round key produced by
the key schedule. By using multiple roungshe algorithms
security increases hytimes. The key schedule is designed5.5 Overall Security Level of the Proposed Image
based on a modi ed AES key schedule. The key schedul&ncryption Algorithm
uses the initial ke of length 80-bit to produce the round
keys used in the Trivium cipher to generate the key-stream®verall security level of the proposed image encryption
for each round. The number of round keys generated bglgorithm is estimated by summing the security level
the key schedule is equal to the number of rounds  imparted by each key aspect of the proposed algorithm.
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Thus, the overall security levél of the proposed image
encryption algorithm is given as:

L =r n+logef(H W)lg+(H W 1) bits (1)

wherer is the number of rounds) = 80 is the initial key

length for Trivium cipher] denotes the number of bits used

to represent a pixel, arid andW are the height and width @ () ©
of the image, respectively.

6 Results and Analysis

We have evaluated the proposed algorithm using images

from the USC-SIPI image dataset [21]. Fig. 3 depicts the d) © )

images used, viz., the images of Baboon, Cameraman,

Clock, Male Pepper, and Sailboat. The proposed algorithri¥ig. 3: Images used to test the proposed algoritiia):
has been assessed using both 8-bit grayscale images aBaboon,(b) Cameraman(c) Clock, (d) Male, (e) Peppers,
24-bit color images with variable resolutions ranging from(f) Sailboat.

128 128, 256 256, 512 512, to 1024 1024 pixels.
Fig. 4 shows a sample set of plaintext images and their
corresponding cipher images.

The proposed algorithm has multiple encryption rounds
and can produce cipher images using 1 round up to 15
rounds; however, all the test results in this paper are
produced using 5 rounds of encryption. The proposed
algorithm is analyzed and compared to related algorithms
from the literature for a variety of metrics, such as
correlation coef cient, histogram analysis tests (chi-square,
maximum deviation, irregular deviation, and deviation from
uniform histogram), information entropy (global and local),
gray-level co-occurrence matrix (GLCM) analysis (contrast,
energy, and homogeneity), encryption quality analysis
(mean square error (MSE), mean absolute error (MAE), and
peak signal-to-noise ratio (PSNR)), resistance to differential
attacks, number of pixels change rate (NPCR), unied (d) ©) )

average changing intensity (UACI), resistance to noise angig_ 4: Sample images and their respective encrypted

data loss attacks, and the algorithm's key sensitivity. Each. . ; :
of these tests and their results are discussed in detail belo giphers:(a) Clock, (b) Sailboat,(c) Male, (d) Clock cipher,

€) Sailboat cipher(f) Male cipher.

(a) 256 256 (b) 512 512 (c) 1024 1024

6.1 Correlation Coef cient Analysis and diagonal correlation coef cients between the plaintext

L i ) image and its cipher (Section 6.1.2).
Digital images have strong correlation between adjacent

pixels, and an image encryption algorithm should eliminate

this correlation to be secure and resilient against statistic@.1.1 Correlation Coef cient of Adjacent Pixels

attacks. The correlation coef cient metric is used to quantify

this correlation, and it has a range of [11], where 1  The vertical correlation coef cient of an image for adjacent
and 1 represent the maximum positive and maximumpixels can be calculated as:

negative correlation values, respectively, and 0 means no

corre_lation_ between the compared_pixels. The_ proposed . 5:4:115\j/\i 1(Ci;y ©)Cirzjy ©)
algorithm is evaluated for the horizontal, vertical, andCC = & —w T —
diagonal correlation coef cients between adjacent pixels of aiz; aj=1(Cij O2aizaj=1(Cizj ©

a cipher image (Section 6.1.1), and the horizontal, vertical, (2)
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whereH andW are the height and width of the image, Table 3: Vertical, horizontal, and diagonal correlation
respectively.C;.jy and C.1.j) denote the values of two coef cients of the encrypted Baboon image for the proposed
adjacent pixels in the cipher image at positiotisj)  algorithm compared to different encryption methods.

and (i + 1; j), respectivelyC denotes the mean of cipher

image's pixel values. In order to calculate the horizontal Correlation Coef cient

and the diagonal correlation coefcient, Equation (2) is Vertical Horizontal Diagonal
adjusted such that the value of the pixel Gf;j+1) is

used to calculate the horizontal correlation coef cient, and Proposed 0.0006 0.0005 0.0007
the value of the pixel aCy.1;j+1) is used to calculate [ 0.0001 0.0006 0.0021
diagonal correlation coefcient. Table 2 presents the [6] 0.0086 0.0023 0.0402
results for the vertical, horizontal, and diagonal correlation [7] 0.0036 0.0019 0.0033
coef cients of adjacent pixels for the cipher images. The g 0.0004 0.0007 0.0029

average of the algorithm's correlation coef cient of adjacent
pixels is calculated as an absolute average, that is, any

deviation from zero means the presence of correlatio.1.2 Correlation Coef cient Between Plaintext and Cipher
(positive or negative) between the two compared pixelsimages

Table 3 depicts a comparison of the vertical, horizontal,

and diagonal correlation coef cients of the encryptedThe correlation coef cient between a plaintextimage and its
Baboon image for the proposed algorithm and other relatedipher image can be calculated as:

encryption algorithms in the literature. Comparison results éi';'lé\j’\i (P P)(Cip O

show that the proposed algorithm has smaller valueg(:RC = g :
of correlation coefcients than the contemporary image alt,&af (R P2ata%(Ci ©)2
encryption algorithms. Even though the vertical correlation ©)
coef cient of the encryption algorithm proposed in [5] is
better than the proposed algorithm, the vertical correlatiovhereR;.jy andCy;.j) are the values of the pixel at index
coef cient of the proposed algorithm is extremely close toi; j of the plaintext image and cipher image, respectively.
0 which means that the correlation between the adjaceft andC represent the mean of the pixels' values of the
vertical pixels is negligible, and thus the proposed algorithnplaintext image and the cipher image, respectively. The
is resilient to statistical attacks. vertical, horizontal, and diagonal correlation coef cients
between the plaintext images and their cipher images for the
proposed algorithm are presented in Table 4. The average of
the algorithm's correlation coef cient between a plaintext
and its cipher is calculated as an absolute average, that is,
any deviation from zero is means the presence of correlation
between the two compared pixels. The results show that the
Table 2: Vertical, horizontal, and diagonal correlationProposed algorithm's correlation coef cient values between
coef cients of adjacent pixels of encrypted images. the plaintext and cipher images are close to 0, which means
that the cipher images have negligible to no correlation with
their corresponding plaintext images.

Correlation Coef cient

Image Size and Color Vertical Horizontal Diagonal
Baboon 512 512Color  -0.0005  0.0004 00010 ©-2 Histogram Analysis
Cameraman256 256 Gray 0.0003 -0.0004  -0.0004 . . . .
In the image encryption eld, histogram analysis is used
Clock 256 256Gray  0.0003 0.0003  -0.0020 1 eyajuate the uniformity of the cipher image's histogram.
Male 1024 1024 Gray  0.0003 0.0004  0.0004 The histogram of an image is an important index that
Peppers 256 256 Color 0.0020 0.0005  0.0006 re ects the distribution of the values of an image's pixels.
Sailboat 512 512 Color 0.0001 -0.0009  0.0001 A cipherimage with a uniform histogram prevents attackers
from extracting useful information from the cipher image.
Averag@ps 0.0006 0.0005  0.0008

Figure 5 shows histograms of sample plaintext images
and their respective cipher images. It can be seen from
Figure 5 that the histograms of the cipher images are
almost uniformly distributed. Hence, the proposed algorithm
is effective in hiding the plaintext image's information.
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Table 4: Vertical, horizontal, and diagonal correlationTable 5: Chi-Square test values for cipher images produced

coef cients of plaintext and cipher images. by our proposed algorithm.
Correlation Coef cient Image Size and Color Chi-square
Image Size and Color Vertical Horizontal Diagonal Baboon 512 512 Color 241.091
Baboon 512 512 Color -0.0141 -0.0123 0.0003 Cameraman 256 256 Gray 218.547
Cameraman256 256 Gray -0.0349 -0.0251 0.0012 Clock 256 256 Gray 213.797
Clock 256 256 Gray -0.0607 0.0119 0.0018 Male 1024 1024 Gray 215.956
Male 1024 1024 Gray 0.0011 -0.0060 0.0004 Peppers 256 256 Color 241.974
Peppers 256 256 Color -0.0102 -0.0052 0.0004 Sailboat 512 512 Color 239.318
Sailboat 512 512 Color 0.0000 0.0000 0.0003 Average 228,447
Averageps 0.0202 0.0101 0.0007

Table 6: Chi-Square test values of the proposed algorithm

compared to different encryption algorithms.
Thus, is considered to be secure against histogram analysis

attacks. To quantify histogram analysis, a set of metrics are
used, namely chi-square?), maximum deviation, irregular
deviation, and deviation from the uniform histogram. Chi-square228.447  273.271 252.000 265.000 243.969

Proposed [5] [12] [22] [23]

. 2
6.2.1 Chi-Squared®) highly deviated from the plaintext image. The mathematical

Chi-Square ¢2) is mathematically represented as: expression of maximum deviation can be given as:

, 26%5(fi E)2 d = histograngjP Cj) (5)
c°=a T; (4)
i=0
_H . do+ d 24
E= 256 Dmax= — 2 22+ 4 o (6)

wheref denotes the cipher image's histograftepresents =

the value of the cipher image's histogram at indigx Wwhered is the histogram of the absolute values of the
E denotes the expected value of the histogram of thelifference between the plaintext image and its ciplagr,
cipher image, andd andW are the height and width of represents the histogramvalue at index, anddy anddass

the image, respectively. When an image has a histogra@re the histogram values at index 0 and 255, respectively.
distribution closer to a uniform distribution, then the Table 7 compares the maximum deviation for cipher images
value ofc? is lower. Furthermore, a uniformly distributed encrypted by the proposed algorithm with contemporary
histogram has &2 value of 0. Thec? test results listed in encryption algorithms. From the results, the cipher images
Table 5 indicate that the images encrypted by the proposepfoduced by the proposed algorithm are highly deviated
algorithm have extremely love? values, and are nearly from the original images. Thus have a better encryption
uniformly distributed. Table 6 compares$ test results of the quality as compared to the cipher images produced by other
proposed algorithm to other contemporary image encryptiogncryption algorithms in the literature.

algorithms. Results in Table 6 show that the proposed

algorithm is bette_r than the contemporary algorithms withg 5 3 Irregular Deviation

respect ta 2 metric.

Irregular deviationDireguiar) Metric measures the deviation
6.2.2 Maximum Deviation of individual pixels of the plaintext and the cipher image.

The lower the irregular deviation value of a cipher image, the
Maximum deviation Dmay) metric measures the deviation better the encryption quality of the algorithm. The irregular
between the histograms of a plaintext image and its ciphedeviation can be mathematically expressed as follows:
This metric is useful in determining the quality of the )
image encryption algorithm [24]. The encryption quality is D. _ 25’5h ¢ D : i 7
better when an algorithm produces a cipher image that is 943" ~ EO N (7)
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@ (b) (©

(d) (e) "

Fig. 5: Histograms of images and their respective ciphejsB&boon histogram,b) Cameraman histograng)(Peppers
histogram, ) Baboon cipher histograme) Cameraman cipher histogranfiy Peppers cipher histogram.

Table 7: Maximum deviation results of the proposedthough the performance of Belazi et al. [25] is slightly better

algorithm as compared to the other algorithms. than the proposed algorithm for some cipher images, the
proposed algorithm has a better average value than all the
Image Proposed [5] 71 [25] compared algorithms.
Baboon 438546 363121 199158 -
Cameraman 65235 64382 64998 18007  Table 8: Irregular deviation results of the proposed algorithm
Clock 62822 i 3 24823 as compared to the other encryption algorithms.
Peppers 256837 209618 146408 22935
Sailboat 581918 i - 25442 Image Proposed 5] [7] [25]
Average 319498 167482 102002 20109  Baboon 59876 59921 80203 -
Cameraman 32111 32165 32706 39224
Clock 47060 - - 27442
where Peppers 23901 76075 84465 35088
1 255 Sailboat 72916 - - 36226
Davg= 256 ad (8)
i=0 Average 39311 91460 129253 40739

where d; represents the histogram value at indeffrom

Equation (5)), andDayg denotes the average value of the

pixels that are deviated at every deviation value. Table 8

presents the irregular deviation of cipher images encrypted.2.4 Deviation from Uniform Histogram

by the proposed algorithm and compares it with related

encryption algorithms. From the results in Table 8, it canDeviation from uniform histogram DOiuniform) Metric

be observed that the irregular deviation values of the ciphaneasures the deviation of a cipher image from a uniform
images produced by the proposed algorithm are small. Evemistogram distribution. The closer the histogram value of
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a cipher image to the uniform histogram, the better th&known as Shannon entropy, computes the pixel information
encryption quality of the algorithm. The deviation from the for the full image, while local entropy measures the
uniform histogram metric can be mathematically expressethean entropy of randomly selected non-overlapping blocks.

as follows: Global entropy can be calculated as:
o 255: ;
aiZsiHe  Hy
Duniform= p(ﬂ%\/\/%h 9) 2’:) 1
H(m = a p(m)log,[p(m)]; (10)
Lo el 00 255 =0
YT 0 ifo>i> 255

wheren denotes the number of bits used to represent the
where Hc, denotes the cipher image histogram value asymbolp(my), andp(m) signi es the probability of symbol
index i, and Hy, represents the uniform histogram valuem, that is, the occurrence probability of intensityfor

at indexi. It is to be noted thatdy, values are only a pixel in the image. Entropy for an image is calculated
considered if the pixel value is between [0 —255], otherwisausing Equation (10), wherp(m) can be calculated using
Hy, values are taken as zero. Table 9 presents the deviatierormalized histogram counts for each intensity value in the
from uniform histogram values for cipher images encryptedmage. Local entropy can be calculated as:

by the proposed algorithm and compares it with related

encryption algorithms. Results in Table 9 show that the K H(S)
values of deviation from the uniform histogram of the cipherHc:(9 = a T; (11)
images produced by the proposed algorithm are small. Even i=1

though the performance of the encryption algorithm in [5]
is slightly better in terms of deviation from the uniform Where S represents a set of randomly selected non-
histogram metric for some cipher images, the propose@Vverlapping blocks containings pixels, andK is the

algorithm has a better average value than all the compard#mber of random blocksH(S) is the Shannon entropy
algorithms. (from Equation (10)) of théth block.

Table 10 presents the entropy analysis of the proposed
algorithm for different cipher images. Results in Table 10
show that the entropy values of the cipher images produced
by our proposed algorithm are extremely close to the ideal
entropy. Table 11 presents a comparison of the global
Image Proposed [5] (7] [25]  entropy of the cipher images produced by our proposed
Baboon 0.0242 0.0256 0.9990 . encryption algorithm to that of other encryption algorithms
in literature. Results show that the global entropy of the

Table 9: Deviation from uniform histogram of the proposed
algorithm as compared to other encryption algorithms.

Cameraman 0.0477  0.0305 0.9961 0.0942 X . X : :
cipher images encrypted by the encryption algorithm in [5]
Clock 0.0445 - - 0.0949 ; . :
is better than our proposed encryption algorithm but the
Peppers 00479 00315 0.9990 0.0917  gitference is negligibly small (i.e., 0.00125%).
Sailboat 0.0241 - - 0.0958
Average 0.0333 0.0382 9984 0.0940 " 1aple 10: Global and local entropy values of images
encrypted by the proposed algorithm.
Entropy
6.3 Entropy Analysis Image Size and Color Global Local
Information entropy is an important metric to estimate the 5aPoon 512 512 Color 79998 7.8949
uncertainty of image information. This metric is based on Cameraman 256 256 Gray 7.9996 7.8948
Shannon principle that was introduced by Claude ShannonClock 256 256 Gray 7.9995 7.9026
in 1948 [26]. The entropy value of a cipher image should Male 1024 1024 Gray 7.9999 7.8883
be as close as possible to the ideal entropy value of 8peppers 256 256 Color 7.9992 7.8880
[5]. The higher the entropy value of a cipher image, the ggjpoat 512 512 Color 7.9998 7.8924
better the algorithm is at encrypting the plaintext image:
7.9996 7.8935

To evaluate the unpredictability and randomness of anAverage
encryption algorithm, two types of entropy tests are used:
global entropy, and local entropy. Global entropy, also
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Table 11: Global entropy of cipher image Baboon producedable 12: Homogeneity analysis for plaintext and cipher
by the proposed algorithm compared to other encryptiommages produced by the proposed encryption algorithm.
algorithms.

Image Size and Color Plaintext Image Cipher Image
Entropy Proposed 5 6 7 8

il P Bl [©] [7] (6] Baboon 512 512 Color 0.7653 0.3899
Global 7.9996 7.9997 7.9024 7.9992 7.9971 Cameraman256 256 Gray 0.8953 0.3889
Clock 256 256 Gray 0.9131 0.3897
. . Male 1024 1024 Gray 0.8979 0.3893

6.4 Gray-Level Co-Occurrence Matrix (GLCM) Analysis
Peppers 256 256 Color 0.8837 0.3894
The GLCM is a statistical test that is used to inspect the Sailboat 512 512 Color 0.8475 0.3898
image texture by considering the spatial relationship of pyerage 0.3895

pixels. The GLCM is a two-dimensional matrix of joint
probabilities between pairs of pixels with specic values
[27]. Speci cally, the GLCM calculates the frequency of a encryption. Furthermore, a higher level of contrast among
pixel with gray-level value occurring horizontally adjacent neighboring pixels signi es better randomness in the cipher

to a pixel with the gray-level valug. The GLCM is jmage. The contrast can be calculated as follows:
helpful in feature extraction and texture analysis. From

the GLCM, statistical measures are extracted that providéontrast= é. i diceG;i); (13)
information about the image's texture features. These bl

measures include homogeneity, contrast, and energy. In thgnqrei andj are two gray-level values in the GLCM. The

following, we discuss these measurements for the proposgdnirast analysis results for plaintextimages and their cipher

image encryption algorithm along with their comparisonjnages are presented in Table 13. The results show that

with other image encryption algorithms. cipher images produced by the proposed algorithm have
high levels of contrast.

6.4.1 Homogeneity

Homogeneity analysis re ects the closeness of the elemenfgable 13: Contrast analysis for plaintext and cipher images

in the GLCM distribution to the GLCM diagonal. produced by the proposed encryption algorithm.
Homogeneity range is [0, 1], where smaller values of ) ) )
homogeneity re ect better encryption. Higher values of 'mage  Size and Color  Plaintextimage Cipher Image
hor_nogeneity means similar_ pixels are close .to eagh othergapoon 512 512 Color 0.74257 10.4995
which could reveal information about the plaintext image.

. . Cameraman256 256 Gray 0.58716 10.5647
The homogeneity formula is as follows:
Clock 256 256 Gray 0.36036 10.5433
. i;j Male 1024 1024 Gra 0.25280 10.5170
Homogeneity § M (12) Y
it 1+ji j Peppers 256 256 Color 0.42068 10.5549
Sailboat 512 512 Color 0.41400 10.5347

wherei and j are two gray-level values in the GLCM, and
p(i; j) is the probability ofi and j occurring horizontally =~ Average 10.5357
adjacent to each other in the image, and is given by the value

of the element at positio(i; j) in the normalized GLCM.

The homogeneity analysis results for plaintext images and

their cipher images produced by our proposed encryptiof.4.3 Energy

algorithm are listed in Table 12. Results in Table 12

indicate that the proposed algorithm produces low values dEnergy is calculated by the sum of squared elements in
homogeneity. the GLCM. The range of energy values is [0, 1], and an

encryption algorithm is considered more secure if the cipher
images produced by the algorithm have low energy values.
The energy can be calculated from the following expression:

6.4.2 Contrast

Contrast analysis re ects the intensity difference between
a pixel and its neighbor over the _wholle image. A hlgherEnergyz é n(i: )% (14)
value of contrast between neighboring pixels indicates better it
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where i and j are two gray-level values occurring 6.5.1 Mean Square Error
horizontally to each other in the GLCM. The energy
analysis results for plaintext images and their cipher image§he MSE is a statistical test that calculates the average
produced by the proposed algorithm are presented ifquared difference between pixel values of two images. In
Table 14. The results show that the cipher images producdthage encryption, it is used to measure the average squared
by the proposed algorithm have low values of energy. difference between pixel values of a plaintext image and its

Table 15 compares the average values of homogeneitgjpher image. The MSE between a plaintext image and its
contrast, and energy of the cipher images produced bgipherimage can be calculated as follows:
the proposed algorithm against other encryption algorithms.
The results reveal that the proposed algorithm produceggg= I G 2.

. SE a alP@:j) C@;nls (15)

excellent values for these metrics when compared to other H i=1j=1
encryption algorithms; however, the energy value in [28] is
slightly lower (i.e., by 0.128%) than the proposed algorithm Where P(i; j) and C(i; j) are the plaintext image and the
Furthermore, the homogeneity value in [5] is also marginallyciPher image pixel values at positio; j), respectively.

lower (i.e., by 1.49%) than the proposed algorithm. High values of MSE imply that an encryption algorithm
performs high quality image encryption.

Table 14: Enerav analvsis for plaintext and cioher images Table 16 lists the MSE values between the plaintext
: ay ys| plaintex 'P 'mag images and their cipher images for the proposed algorithm.
produced by the proposed algorithm.

Results indicate that the proposed algorithm yields high
_ ) ) MSE values (i.e., 30), and thus performs high quality
Image  Sizeand Color  Plaintextimage Cipherimage  ancryption. Table 17 presents a comparison of the proposed

Baboon 512 512 Color 0.06399 0.01563 image encryption algorithm to other image encryption
algorithms in literature in terms of the MSE metric. The

Cameraman256 256 Gray 0.18054 0.01564 ) X )

Clock 256 256 Gray 0.20371 001564 COMparison regults show that cipher images prqduced by the
proposed algorithm have better encryption quality than other

Male 1024 1024 Gray 0.11994 0.01563 encryption algorithms; however, encryption algorithm in [5]

Peppers 256 256 Color 0.14053 0.01564  nerforms slightly better (i.e., by 4.75%) than the proposed

Sailboat 512 512 Color 0.11551 0.01563 algorithm in terms of the MSE metric.

Average 0.01563
Table 16: MSE values of images encrypted by the proposed
algorithm.

Table 15: Comparison of homogeneity, contrast, and energyjmage Color and size MSE

values of cipher images produced by the proposed algorithm

against other encryption algorithms. Baboon 512 512 Color 46.0810

Cameraman 256 256 Gray 45.3302

Proposed 5] [13] [28] [29] Clock 256 256 Gray 32.4363

C 10.5357 10.5081 10.5079  8.6448 8.3301 Male 1024 1024 Gray 481911

ontrast . . . ) .

E o 0.01563 0.01563 0.015620.01561 0.01760 Peppers 296256 Color 26.8998

nergy ' ' ' ' ' Sailboat 512 512 Color 43.8024
Homogeneity 0.3895 0.3837 0.3895 0.4110 0.4208

Average 40.4568

6.5 Encryption Quality
Table 17: MSE values for images encrypted by the proposed

The quality of the image encryption is evaluated by variousaigorithm compared to related methods.
metrics, such as mean square error (MSE), mean absolute

error (MAE), and peak signal-to-noise ratio (PSNR). We
have evaluated our proposed image encryption algorithm for
these metrics. The results of these tests for our proposedMSE 40.4568  42.3794 39.6794  33.4275  40.3295
image encryption algorithm as well as comparison with

contemporary encryption algorithms are detailed below.

Proposed [5] [7] [30] [31]
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6.5.2 Mean Absolute Error and its cipher image. PSNR can be calculated as follows:
. _— . MAXp

The MAE is a statistical test that calculates the differencesNR= 10lo0g,, : (17)

between the pixel values of two images. In image MSE

encryption, it is used to measure the difference betwee@here MSE is the mean squared error value which can
the pixel values of a plaintext image and its cipher imagepe calculated by using Equation (15), aMBX, is the

High values of MAE imply high quality encryption by maximum value a pixel can have (i.e., 255 in 8-bit
an encryption algorithm. The MAE can be calculated asyixels). Low values of PSNR of cipher images imply

follows: that an encryption algorithm produces good quality image

1 Hw o encryption. Table 20 presents the PSNR values of cipher

MAE= —wa a Pz j) - C(; )i (16)  images encrypted by the proposed algorithm. Results in
i=1j=1

Table 20 indicate that the proposed image encryption
where P(i; j) and C(i; j) are the plaintext image and its algorithm has a good quality image encryption. Table 21
Cipher image pixe| values at p05|t|QnJ), respective|y_ compares the PSNR values of the proposed algorithm to
Table 18 lists the MAE values between the plaintextother contemporary image encryption algorithms. Results
images and their cipher images for the proposed algorithnin Table 21 reveal that the cipher images produced by
Results indicate that the proposed algorithm yields higiihe proposed algorithm have better encryption quality
MAE values, and thus performs high quality encryption.than other encryption algorithms, but the algorithm in
Table 19 compares the MAE values of the proposed®] performs marginally better (i.e., by 0.13%) than the
algorithm with other image encryption algorithms. The Pproposed algorithm for the PSNR metric.
comparison results show that cipher images produced by the

proposed algorithm have better encryption quality than othet, ;e 20: PSNR results of images encrypted by the proposed
encryption algorithms in terms of MAE metric.

algorithm.
Table 18: MAE values of images encrypted by the proposed image Size and color PSNR
algorithm.
Baboon 512 512 Color 8.7966
Image Color and size MAE Cameraman 256 256 Gray 8.4021
Clock 256 256 Gray 8.2915
Baboon 512 512 Color 89.8921 Male 1024 1024 Gray 8.2112
Cameraman 256 256 Gray 94.1693 Peppers 256 256 Color 8.2453
Clock 256 256 Gray 97.7385 Sailboat 512 512 Color 8.7947
Male 1024 1024 Gray 97.6980
Peppers 256 256 Color 96.0876 _/verage 8.4569
Sailboat 512 512 Color 96.7950
Average 95.5468
Table 21: PSNR of the images encrypted by the proposed
algorithm compared to other encryption algorithms.
Table 19: MAE values for images encrypted by the proposed Proposed 5] [7] [13] [34]

algorithm compared to related methods.
PSNR  8.4569 8.4458  9.5424  9.0996  9.7936

Proposed [5] [13] [32] [33]
MAE  95.5468 91.58 79.57 78.10 90
6.6 Resistance Against Differential Attacks
6.5.3 Peak Signal-to-Noise Ratio Differential attacks are used by cryptanalysts to determine

the relationship between the plaintext image and its cipher
In the image encryption eld, the PSNR statistical test isimage, by making minor changes to the plaintext image
used to measure the noise ratio between the plaintext imagad encrypting it using the same key. To resist such






	Introduction
	Related Work
	Preliminaries
	Proposed Image Encryption Algorithm
	Security of The Proposed Algorithm
	Results and Analysis
	Conclusions

